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Abstract 

This report contains revision and extension of some results about RBO from 14 . RBO 
is a simple and efficient broadcast scheduling of n = 2 k uniform frames for battery powered 
radio receivers. Each frame contains a key from some arbitrary linearly ordered universe. The 
broadcast cycle - a sequence of frames sorted by the keys and permuted by fc-bit reversal - 
is transmitted in a round robin fashion by the broadcaster. At arbitrary time during the 
transmission, the receiver may start a simple protocol that reports to him all the frames with 
the keys that are contained in a specified interval of the key values [k! , «"]. RBO receives at 
most 2k + 1 other frames' keys before receiving the first key from [»',«"] or noticing that 
there are no such keys in the broadcast cycle. As a simple corollary, 4fc + 2 is upper bound 
the number of keys outside [k',k"] that will ever be received. In unreliable network the 
expected number of efforts to receive such frames is bounded by (8fc + 4)/p + 2(1 — p)/p 2 , 
where p is probability of successful reception, and the reception rate of the frames with the 
keys in [«', k"] is p - the highest possible. 

The receiver's protocol state consists of the values k, k and k", one wake-up timer and 
two other fc-bit variables. Its only nontrivial computation - the computation of the next 
wake-up time slot - can be performed in O(k) simple operations, such as arithmetic/bit-wise 
operations on fc-bit numbers, using only constant number of fc-bit variables. 



1 Introduction 

RBO |14j is a simple and efficient method of periodic broadcasting of a large sequence of uniform 
radio messages for radio receivers with a limited source of energy. Examples of such receivers are 
battery powered sensors or portable devices. In modern devices, the receiver can save the energy 
by keeping it's radio device switched off for long periods of time. 

The broadcaster transmits in a round robin fashion a large sequence of frames. Such sequence 
is called a broadcast cycle. Each frame is of the same length (we call it a time slot) and contains 
in its header a key from an arbitrary linearly ordered universe of key values. 

The receiver may decide at arbitrary time (usually somewhere in the middle of the broadcast 
cycle) to locate and receive all the frames in the stream that contain the keys from some specified 
range [k',k"]. The receiver may wake-up (switch on its radio) at arbitrary time slot to receive 
the transmitted frame. However, the radio consumes energy while it is switched on. We want 
to minimize the energy dissipated by the receiver, i.e. to minimize the number of the wake-ups. 
In RBO, the receiver is able to receive all the requested frames transmitted since that moment. 
Roughly speaking: the receiver listens to some keys of the broadcast cycle and learns the interval 
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of positions in the sorted sequence with the keys in [«/, n"]. After that, it only listens in the time 
slots that contain the keys from these positions. 

RBO requires that the length of the broadcast cycle is an integer power of two. This can be 
achieved by duplicating some of the frames. If n' denotes the number of frames that must be 
transmitted, then the length of the broadcast cycle is n = 2 fc , where for integer k, k > |~log 2 n'~\ . 

We assume that the length of each frame is the same, i.e. a single time slot. However, the 
same key may be repeated many times in the broadcast cycle. Thus, as single long information 
attributed with some key can be split among many frames with the same key. We can also repeat 
many times, the frames that that should be delivered more frequently to the receivers. (The frames 
with the same key are scattered uniformly over the transmission cycle). 

The keys may be arbitrary values from arbitrary linearly ordered domain. The receiver does 
not have any knowledge of the distribution of the keys in the cycle. RBO is energetically efficient 
for the receiver (Section |3|, robust to the radio interferences (Section 3.1 ), and its implementation 



is very simple and efficient and requires little memory (Section [4]), thus it is suitable even for very 
weak sensor devices (see e.g. |15)V 
This report updates [14] as follows: 

• New, simpler proof of the main theorem (Theorem [T]) is based on a simpler decomposition 
of the time-slots sequence. 

• We focus on the application of the RBO to filtering the frames with the keys from specified 
interval [«/, k"]. In Corollary [l] we show that the receiver has to listen to no more than 4/j + 2 
frames with keys outside [k',k"], to learn which are the time-slots of the frames with keys 
in [«/, k"]. 

• The expected energetic costs for the receiver in unreliable network has been estimated in 
Section 13.11 



• A simpler and more efficient algorithm for computing the next wake-up time slot has been 
proposed in Section |4j 



1.1 Example Applications 

The protocol can be applied to the dissemination of information or to centralized controlling or 
synchronizing of large populations of energy constrained devices. Some examples are following: 

• The keys may be identifiers of records from a huge database transmitted in the stream. 

• The keys may be identifiers of the receiver. The broadcaster may send commands or messages 
to individual receivers. 

• The keys may be identifiers of groups of mutually non-interfering sensors. Each frame with 
such key would contain only the header, while the rest of the time slot can be used for 
transmission by the sensors from this group. 

• The keys may be coordinates of the objects on the plane encoded by Morton z-ordering 
j!6j . In such ordering the receiver may limit an approximately square region containing the 
objects that are interesting to him. 

Diverse applications could be mixed within a single stream of frames by assigning to them disjoint 
intervals of key values. The sorted sequence of keys is permuted by bit-reversal permutation, 
which scatters the keys from each interval uniformly over the whole stream. 
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1.2 Related Work 



Broadcast scheduling for radio receivers with low access time (i.e. the delay to the reception of the 
required record) and low average tuning time (i.e. the energetic cost) was considered by Imielinski, 
Viswanathan, and Badrinath (see e.g. [5], [5], |10]L In [§], hashing and flexible indexing for finding 
single records in broadcast cycle have been proposed and compared. In [10], a distributed index 
based on a ordered balanced tree has been proposed. The broadcast sequence consists of two 
kinds of buckets. Groups of index buckets, containing parts of the index tree, are interleaved with 
the groups of data buckets containing proper data and a pointer (i.e. time offset) to the next 
index bucket. Each group of index buckets consists of the copy of upper part of the index tree 
together with the relevant fragment of the lower part of the tree. This mechanism has found useful 
application even in more complex scenarios of delivering data to mobile users [5]. 

Khanna and Zhou [11 proposed a sophisticated version of the index tree aimed at minimizing 
mean access and tuning time, for given probability of each data record being requested. The 
broadcast cycle contains multiple copies of data items, so that spacing between copies of each 
item is related to the optimal spacing, minimizing mean access time derived in |19j . However the 
keys are not arbitrary. The key of the item is determined by its probability of being requested. 

Indexing of broadcast stream for XML documents [JJ or for full text search [2] have also been 
considered. 

If the broadcast cycle contains indexing tree structure, then the reception of data in current 
broadcast cycle depends on the successful reception of the path to this data. Instead of separate 
index buckets RBO uses short headers of the frames. Each such header contains the key assigned 
to the frame. As a consequence, in unreliable network the receiver has much more chances of 
efficient navigation towards the desired frames. 

In practical applications, due to imperfect synchronization between the broadcaster and the 
receiver, the header should also contain either the time-slot number or its bit reversal - the index 
of the frame. To enable changing the contents and the length of the sequence of the transmitted 
keys by the broadcaster, the header may also include the parameter k, such that 2 k is the length 
of the broadcast cycle, and some bits used to notify the receiver that the that the sequence of keys 
has been changed. For RBO, these issues have been discussed in [13] . 

Recall that each step of the classic binary search algorithm actually clips the interval of the 
possible locations of the searched key in the sorted sequence of keys. The customary presentation 
is that the keys of the sequence are organized in a balanced binary search tree, and the searched 
key is compared with a sequence of keys from subsequent levels of this tree. Bit-reversal permutes 
the sorted sequence of keys so that the broadcast cycle is a sequence of the subsequent levels of a 
balanced binary search tree for the keys. Moreover, each level is recursively so permuted. We show 
that it enables efficient search in the periodic transmission of the broadcast cycle even if the search 
is started at arbitrary time slot. We also exploit this property in the computation of the next time 
slot that should be listened by the receiver. Bit-reversal permutation has been found useful in 
many contexts. Some examples of its applications are in FFT algorithm [5] [3J, lock- free extensible 
hash arrays [T7] distributed arrays in P2P [BJ, address mapping in SDRAM [18], scattering of video 
bursts in transmission scheduling in mobile TV [7J. In RBO, bit-reversal emerged from updating 
the recursive definition of the rbo permutation used in the underlying ranking procedure in |13j in 
such a way that zero became a fixed point. The simplicity of bit-reversal computation is a great 
advantage for practical implementations. 

2 Notation and preliminaries 

Let 7L denote the set of integers. Let R denote the set of real numbers. For simplicity and 
generality, we assume that the keys are from R. By [a, b] we denote the interval of real numbers 
{x £ R|a < x <b}. If a > b then [a, b] = 0. By [[a, b}] we denote we denote [a, b] n 7L (i.e. interval 
of integers between a and b). For a set S, we denote the number of its elements by 

For x £ TL, x > 0, for i > 0, let bitj(x) be the ith least significant bit of the binary representation 
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of x, i.e. bitj(x) = L(^mod2 I+1 )/2 i J . For Z > 0, a number with binary representation xi . . . xo is 
denoted by (xi, ... , x } 2 , i.e. (xi, . . . , x ) 2 = J2i=o 2 * ' x i- 

For x € [[0, 2 fe — 1]] let revfc(a;) denote the bit-reversal of x, i.e: if Xi = bit* (a;) then x = 
(xk-i,Xk-2, ■ ■ ■ , x ) 2 and rev fc (a;) = (x , x%, . . . , ^-1)2- 

For a set S C [[0, 2 k — 1]], revfc S 1 denotes the image of under rev^, i.e rev^ S = {revfc(a;)|x G 

S}- 

Let n denote the length of the broadcast cycle, n = 2 fe , for integer k > 0. Let *t_i, «o, • • • , K n -i, « 
be a sequence defined as follows: 

• K_l = —OO 

• K n = +OO 

• KQ,...,K n -i is a sorted sequence of n finite real values of the keys (i.e. Ki < Kj+i, for 
-1 < % < n- 1). 

Let KEYS = {/-to, ■ ■ ■ , Kn-i} (the set of the values of the keys in the sequence). 

Let k' and k" be finite real key values such that k' < k". [k' } k"] is the interval of the searched 
keys. 

E[X] denotes expected value of random variable X. 

2.1 The description of the protocol 

The broadcaster at time-slot t broadcasts the frame with the key K rcVfc ( t mod n \ . The receiver 
searching for the [«', k"] has two variables lb and ub initialized to and n — 1, respectively. The 
receiver may start at arbitrary time slot s, and executes the following algorithm: 

• While lb < ub: 

— In time-slot t if lb < revt(tmodn) < ub, then the receiver receives the message with 
the key k = K r0Vfc (t mod «) and 

* if k < k' then it sets lb to rev^ (t mod rt) + 1, else 

* if k" < k then it sets ub to revfc(tmodrt) — 1, else 

* if k! < k < k" then it reports reception of the key k from [k' , k"\ 

— if lb > ub then the receiver reports that [«/, k"] KEYS = 

In the above description we used broadcaster time slot numbers. By receiver time we mean the 
number of time slots that elapsed since the start of the receiver's protocol. Thus, just before 
the time slot s the receiver time is zero, just after time slot s the receiver time is one, an so on. 
However, the receiver knows the broadcaster time modulo n (this information may be included in 
the frame header) and uses it it to compute the timer waking-up the radio for next reception of 
the frame. 

2.2 Subsets Y k ^^ and X k>s>i 

In the analysis of the receiver's protocol (Section [3]), we split the sequence of the time slots 
following the starting slot s into segments Yk iS ,i- The set Xk }S ,i is the set of indexes of the elements 
transmitted during time slots Yfc jSi i. We show that the "density" of initially transmitted indexes 
bounds the length of [lb, ub] and the "sparsity" of the set of indexes of the next segment bounds 
the number of needed receptions. Finally we sum up the bounds on receptions in all segments. 
In Section |4j we use this decomposition and also the binary search tree on the elements of -Xfc, Sl j 
embedded on the graph of the permutation revj,, for efficient computation of the wake- up timer. 
For the starting time slot s 6 [[0, 2 fc — 1]], for i > 0, let t^ s i and lk, s ,i be defined as follows: 

• tk,s,o = t an d lk : s.o — max{Z < fc|ifc, s ,o mod 2^ = 0}. 
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• For i > 0, tk,s,i — (ifc,s,i-i + 2 lk ' aA - 1 ) modn and Ik, s.i — max{Z < k\tk, s ,i mod 2' = 0}. 

lk. s ,i is the maximal length of of the suffix of the zero bits in binary representation of tk lS ,i- 
ifc,s,i+i is the next time slot after tf. tS i (modulo n), that has longer such suffix. Note that 
£fc,s,o> tfc,s,i> tk,s,2> ■ • • is a (possibly empty) increasing sequence of some integers from [[l,2 fc — 1]] 
followed by infinite sequence of zeroes. 

Let lastfc jS = min{i > 0\tk, a ,i — 0}. Note that lk,s,Q> ■ ■ ■ , h,s,last k s is an increasing sequence 
of integers from [[0, k]]. For < i < lastfe )S , let Y kySyl = [[tk, s ,i,tk, s ,i+i - 1]] and let Yfc, s ,i ast = 
[[0, 2 h ~ 1]]. For < i < last fc , s , let X k ^ = iev k Y k , s ,i. 

Lemma 1 X kta>i = {rev k (t k<Sti ) + 2*-'*.'.« ■ x'\x' g [[0,2'*.'.' - 1]]} and rev fc (i fe)fM ) < 2 fc -'^.*. 

Proof Let yj = bitj(t k>Sti ), let / = l kiS>i . Then Y kjS;i is the set of all numbers (y k -i, Vuy'i^, ■ ■ ■ , 2/0)2 
such that y'j g {0, 1}. ThusX feiS)i = rev k (Y k>s>i ) is the set of all numbers (a^, . . . ,x' ,yi, . . . ,y k -ih 
such that x'j g {0, f }. Note that vey k (t ktS<i ) = (0, . . . ,0,yi, . . . ,yk-i)s = (0, ■ ■ ■ , 0, Xk-1-1, ■ ■ ■ , x ) 2 , 
where Xi = y k -i-i. Thus Tev k (t ktSt i) < 2 k ~ l . This completes the proof of Lemma[lj □ 

For < i < last fc , s , for < I < l k , Syi , let Y fe)S)i , ; = [[t ktSii + [2^1 , t k>Syi + 2 l - 1]]. Note that 
Y k , s .i is a disjoint union of the sets Y k s i j : for < / < l ktS j. For < i < last, for < I < l k , Sy i, let 
Xk,s,i,l = rev fc (Y fejSi i : i). 

Lemma 2 For I g [[0, Z Mji ]], X k>s>i<l = {rev fc (t fc ,.,< + L2'- 1 ] ) + 2 k ~ l+1 ■ x'\x' g [[0, [2'" 1 ! - 1]]} 
and rev fc (i*,.,< + < 2 fe -' +1 . 

Proof If I = 0, then Ffc, s ,i,j = {ifc, s ,i} and, X fciS)i> ; = {rev k (t k>Sji )} and rev k (t k:Syi ) < 2 k+1 . 

Consider the case: I > 0. Yk, s ,i,i = [[(t k , Sti +2 l ~ 1 ), (t ktS>i +2 l ~ 1 )+2 l ~ 1 -l]\. Since t ktS)i mod 2^- s - i = 
and Z — 1 < Zfc ;S ,i) we have {t ktS ,i + 2 ( ~ 1 )mod2'~ 1 = and Y kiS ^j is the set of all num- 
bers (y k - 1 ,...,y l -x,y' l _ 2 ,..., 2/0)2 such that = bit j(t k , s ,i + 2 1 ^ 1 ) and y'j € {0,1}. Thus 
revfe(ifc jS .i + 2' -1 ) < 2 fe ~' +1 and X kyS: ij is the set of all numbers (x;_ 2 , . . . , x' , x k -i, . . . , £0)2 
such that xj = y k -i-j and a^- g {0, 1}. □ 

Lemma 3 \J l j=0 X ki , M = {iev k (t k , 3>i ) +2 k ~ l ■ x'lx 1 g [[0,2' - 1]]} and rev fc (t M ,i) < 2 fe -'. 

Proof :: A',v.,.,., = rev fe (U J=0 F fc)S)i>J -) = vev k ([[t k>Sji , t kyS:i + 2 l - 1]]). Since ^ jSii mod2' = 0, 
the proof follows as in the previous lemmas. □ 



3 The analysis of the receiver's process for [ 

Let r' and r" be defined as follows: 

• r' = min{r g [[— l,n]]|/c' < n r }, and 

• r" = max{r € [[— l,n]]|K r < k"}. 

For each r g [[r', r"]], n r G [k' , «/']. If [k', k"] nKEYS = then, for some r g [[-1, n- 1]], rc r < «/ 
and k" < K r+ i, and r' = r+1 and r" = r. If [k', K"]nKEYS 7^ then, since -00 < k' < k" < +00, 
we have < r' < r" < n — 1 . 

Let s be the first time slot of the receiver's protocol. We assume w.l.o.g. that s g [[0, n — 1]]. 
For t > 0: Let lb t and ub t be the values of the variables lb and ub, respectively, at receiver 
time t. (Thus lbo = and ubo = n — I.) Let x t — rev k {{s + f)modn). Let usedt = 1 if 
lbt < Xt < ub t and used t = otherwise. (used t = 1 if the receiver wakes-up the radio at receiver 
time t.) Let hitt = 1 if r' < Xt < r" and hit t = otherwise, (hitj = I if the requested frame 
is received at receiver time t.) The energy used in the initial t time slots is en(i) = Y^j=i usedj. 
The extra energy is the energy used for the reception of messages with the keys outside [«/, k"}: 
ee(t) = en(t) - E*=i nit j- Lct HY t = {( s + y)mod?i|y g [[0,t - 1]]}. HY t is the set of the 
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broadcaster time-slot numbers modulo n of the receiver's initial t slots. Let HX t = rcvfeHY t . 
Note that HX = HY = 0. A history of the lower (respectively, upper) bounds up to time t for 
[k 1 , k"] is the sequence HL(k', k" , t) — (lbo, . . . , lb t ) (respectively, HU(c', k", t) = (ub , . . . , ubt)). 

Let r = min{t > 0| hit t = 1 V lb t +i > ub i+ i}. Note that r is the time until the first hit or 
noticing that [k',k"] D KEYS = 0. By the first receiver cycle we mean the first n slots of the 
receiver time. For y £ [[0, ro]], let tt(y) denote the receiver time just before the transmission of the 
broadcast time slot j/modn, in the first receiver cycle, i.e. tt(y) = min{i > 0|(s + 1) modn = y}. 
Note that, since HX n = [[0, n — 1]], we have r < n. 

Theorem 1 We have r < n and en(r) < 2 • k + 1. 

Proof We prove Lemmas |4j [5] [6] [7j to show the theorem in the case [n r , k"] n KEYS = 0, and 
then conclude the general case. 

Lemma 4 If [«',«"] H KEYS = 0, then, for t > 0, [[lb t ,ub t ]] C [[0,n - f]] \ HX t . 

Proof Note that the Lemma follows directly from the algorithm: lbo = 0, ubo = n — 1, and, 
since [«', k"] fl KEYS = 0, for each x € HXt, either x < \b t or ub t < x. □ 

Since fc and s are fixed, we use the following notation: last = lastfc jS , = tk,s,u hi = lk,s,i> 

Y{ ^k,s,ij -^Q -^fe,s,i) ^fe,s,i,j) &nd X.ij ^-k,s,i,j • 

Lemma 5 // [«', «"] n KEYS = 0, tfien E^modneYo used « < *o + 1- 

Proof Since Y"o,o — {^o}i an d only the first time slot congruent modulo n to to is used, we have 

Z,(s+i) mod neio.o used * = ^ 

For < I < fc , we show that E( s +t) modney 0J used * ^ 1: % Lemma|4j [[lb 2 i-i,ub 2 !-i]] C 
[[0,n — f]] \ HX 2 ;-i, and HX 2 ;-i = Uj=o^"o,j: which, by Lemma j3j contains all the integers 
from [[0,n — 1]] congruent modulo 2 k ~( l ~^ to rev(to). Hence ub 2 ;-i +1 < lb 2 ;-i -1 + 2 k ~ ( - l ~ 1 \ 
By Lemma I2J Yo,; contains only the integers from [[0, n — 1]] congruent modulo 2 fc ~('~ 1 ) to 
revfe(io + 2 Z ~). Hence, |Y ,; n [[lb 2 i-i, ub 2 i-i]]| < 1, and, since only the first time slot congruent 

modulo n is used, we have E( s +t) mod neY , use d* < 1- Since Yq = |Jz=o Yo,h the Lemma follows. 

□ 

Lemma 6 // [«', «"] n KEYS = 0, then, for 1 < i < last, E( s +t) mod^er* usedt - ki ~ k ^ + L 

Proof Lett" = tt(t 2 ). By LemmafiJ [[lb t », ubf»]] C [[0, n-l]]\HX t ». We have Y 2 _i C HXt«, and, 
by LemmaJT] contains aZZ the integers from [[0, n— 1]] congruent modulo 2 k ~ k% ~ x to rev(ti-i). 
Thus, ubf +1 < lbf — 1 + 2 fe ~ fei - 1 . By Lemma [3J UjS) 1 contains only the integers from 
[[0,7i— 1]] congruent modulo 2 k ~ ki - 1 to revfe(tj). Hence, we have | {J^'Sq Xij n [lb t ",ub t "]| < 1, 
and E(t' +t ),„od ne Uo< 3 < fcl „ 1 usedt - L 

For < Z < fci, we show that E( s +t) modneY; i usedt - 1: We nave [[lbt"+2'-i,ub f » +2 i-i]] C 
[[0,n — 1]] \ HX t // +2 (-i and HX t // +2 !-i is a super-set of [j^^Xi j, which, by LemmajsJ contains 
all the integers from [[0, n— 1]] congruent modulo 2 fe_ ( ;_1 ) to rev(ij). By LemmajsJ X^i contains 
only the integers from [[0, 71 — f]] congruent modulo 2 k ~( l ~ 1 * > to reVk(U + [2'~ 1 J). Hence jXy n 
[[lb t " +2 !-i,ub t " +2 !-i]]| < f. 

U fc <■<>,. nsedt < fc; 1 and the lemma follows. D 

Lemma 7 J/ [k' , k"] D KEYS = 0, tfien Et>o used * < 2k + 1 ■ 

Proof [[0, ri-l]] = U!=o Yi, and J2t>o used t = E( s+t) modne^o usedt + Ei=i(E (s +t) m „dn e y, used 

Thus, by Lemma [5] and Lemma [6j Et>o used t — ^0 + 1 + El=i(^i — k i-i + 1) = ^last + last +1- 
Since fco, ... , fci as t is increasing sequence of values from [[0, fc]], we have fci ast < fc and last < fc. □ 

In Lemma [7] we assumed that [«', k"] n KEYS = 0. Note that we have: 



G 



• < lb T < ub T < n — 1, and 

• «ib T -l < «' < k" < n u b T +i (since hit* = 0, for < t < r — 1), and 

• HX r n[lb T ,ub T ] = 0. 

Since [«ib T — ij k'] H KEYS is finite, we can choose real number 7 such that k\\ )t _i < 7 < k' and 
7 ^ KEYS. Since Kjb T -1 < 7 < n n b T +1 1 the respective histories of the bounds up to the time r 
for [k',k"] and [7,7] are identical: 

• HL(k' , k", t) = HL(7, 7, r), and 

. UL(k',k",t) =UL( 7 ,7,t). 

Note that, since lb T < ub T , the energy needed to notice that [7,7] PI KEYS — is at least 
en(r). Therefore, by Lemma [7j en(r) < 2k + 1. We conclude that en(r) < 2k + 1 also when 
[«', «"] n KEYS 7^ 0. □ 

Corollary 1 For arbitrary t > 0, ee(t) < 4k + 2. 

Proof If [«', k"] n KEYS = 0, then ee(f) < en(r) and, by Theorem [TJ en(r) <2k + l. 

Consider the case [«', «"] n KEYS ^ 0. Then -1 < r' < r" < n. Let 7' and 7" be such that 
K r '-i < 7' < K r ' and K r " < 7" < «r«+i. Then, for arbitrary f > 0, HL(t / , Y,t) = HL(k', 
and HU(7", 7", t) = HU(k', k", t). Any reception of the key that is outside [«', k"] updates either 
the lower or the upper bound: For t > 0, usedt = 1 and hitf = if and only if either lbt_i < lbj 
or ub t < ubt_i. Thus ee(t) is equal to the total number of changes in both HL(k' , k" ,t) and 
HU(k', k" , t). Since [7', 7'] n KEYS = 0, the number of changes in HL(7', 7', t) is not greater than 
2k + 1. Similarly, the number of changes in HU(7", 7", t) is not greater than 2k + 1. □ 

3.1 Unreliable network 

Consider a model of the network, where the probability of successful reception is p, < p < 1. 
Thus the receiver may wake up to listen in some time slot, and still fail to receive the frame with 
probability q = 1 — p. Thus the unit of energy used for the wake-up is lost. We state that in 
the case of reception failure, the receiver's protocol leaves its variables lb and ub unchanged and 
waits for the next time slot from revfc[[lb, ub]]. 

We split the wake-ups of the receiver into hits - the wake-ups in the time slots from revfc[[r', r"]], 
and misses - the remaining wake-ups. The hits are unavoidable: the requested keys are transmitted 
during the hits. The penalty for unreliability here is that the reception rate drops from 1 to p - 
which is the highest possible in this model. Another penalty is the increase in the number of the 
misses. We show the bound on the number of the misses in unreliable network. Recall that the 
first wake up of the protocol is in time slot s. For t > 0, let success(t) be true if the transmission 
in the tth receiver's time slot is successful, and false - otherwise. 

Lemma 8 The expected number of misses after the first receiver cycle (i.e. after the initial n 
time slots) is not greater than 2 ■ q/p 2 . 

Proof The misses in the cycle following the first cycle are the wake-ups during the time slots in 
revfc([[lb„, r' — 1]] U \[r" + 1, ub„]]). The values of lb„ —1 and ub n +1 are the following random 
variables: 

• lb„ —1 = max{— 1} U{ie [[0, r' — 1]] | success(tt(revfe(?))} 

• ub n +1 = min{n} U {i e [[r" + l,n — 1]] | success(tt(revfc(i))} 
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Each of r' — (lb„ — 1) and (ub„ +1) — r" can be bound by a random variable with geometric 
distribution (see e.g. [I]) and expected value 1/p. Hence, max{_E[?'' — lb„], -E[ub ra — r"]} < 
1/p- 1 = 1/(1- g)-l. ' 

After the jth cycle, for j > 1, each position has been tested j times. Thus max{_E[?'' — 
lbj. n ], E[ubj. n — r"]} < 1/(1 — qi) — 1 and the expected number of misses in the (j + l)st cycle is 
not greater than 2(1/(1 - q j ) - 1). Finally, note that E^itVC 1 - Q 3 ) - 1) = EjliO^'A 1 - Q 3 )) < 
T^Er=i^ = 9/(l-9) 2 . ^ ^ □ 

The more complex task is to bound the number of misses during the first cycle. 

Lemma 9 I/KEYSn[/c', ft"] = 0, then the expected number of wake-ups (all of them are misses) 
during the first cycle is not greater than (4fc + 2) /p. 

Proof Since KEYS D[k' , k"] = 0, we have r' = r" + 1. Let us use the notation from the proof of 
Theorem [TJ 

First consider the time-slots in Yq. There is one wake-up in Yo.o = {^o}- F° r each I > 0, 
Uj=o^o,j C HX tt(min y Hence, by LemmajiJ 

• lb t t(miny , !+ i) - 1 > max{-l}U{i G [[0,r'-l]] | (i-rev fc (i )) mod2 fe -' = OAsuccess(tt(rev fc (i)))}, 
and 

• ub tt(min y +1 < min{n}U{i G [[r"+l, n-1]] | (i-rev fc (i )) mod 2 k ~ l = OAsuccess(tt(rev fc (i)))}. 

Note that [[0y-l]]U[[r" + l,n-l]] = [[0,»-l]]. Thus, £;[(ub tt(minyo - lb tt(min y !+l) )/2 fc -'] < 
2/p- the expected number of integers congruent modulo 2 k ~ l to revfc(^o) in [[lb tt ( min Yo ub t t( m in y 
Since, by Lemma [5J all elements of Xo,i+i are congruent modulo 2 k ~ l to revfc(io + L^'J), the ex- 
pected number of wake-ups during time slots Y 0j ; + i is bounded by 2/p. Thus the expected number 
of wake-ups in Yo is not greater than 2ko/p + 1 < 2(fco + l)/p. 

Now consider Y, for i G [[l,last]]. Since Xi—i C HX tt ( min y.) and, by Lemma[TJ Yj_i contains 
all integers congruent modulo 2 k ~ ki ~ 1 to minYi_i and, by Lemma [ij {J^Sq X^j, contains only 

integers congruent modulo 2 k ~ ki ~ 1 to minJY, the expected number of wake-ups in Uj^o 1 can 
be bound, as above, by 2/p. 

For each I G + l,fcj]], we use Uj=o^i,i — H^tt(minY, to bound the expected number 

of wake-ups in Y^i by 2/p. Thus the expected number of wake-ups in Y is not greater than 
2(ki - ki-i + l)/p. 

Summing up, as in the proof of Lemma [7J the expected number of wake-ups during the first 
cycle is at most |(fe + 1 + E!:=o(^ - fei-i + 1)) < (4fe + 2) /p. □ 

Theorem 2 The expected number of misses during the infinite execution of the protocol is not 
greater than (8k + 4)/p + 2(1 — p) /p 2 . 

Proof If KEYS n [ft', ft"] = 0, then the theorem follows directly from Lemmas [8] and [9] 

Consider the case KEYS H[k', k"] ^ 0. As in Corollary [T] let 7' and 7" be key values such that 
K r i—i < 7' < K r i and ft r » < 7" < K r " + i. Let EX 7 denotes the expected number of misses in the 
first cycle when the protocol is started for interval [7,7]. By Lemma[8j max{£y , E 7 » } < (4fc+2) /p. 
The expected number of misses during the first cycle of the protocol for [k', k"] is the sum of the 
expected number of misses on both sides of [r' , r"] which is not greater than Ey + Ey . □ 

4 Implementation issues 

We present an efficient algorithm for computing the time slot of the reception of the next frame 
required by the protocol. The efficiency of this algorithm is based on the observation that elements 
of Yfc jSj i are organized by rev/; into subsequent levels of an almost balanced binary search tree. 
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4.1 Binary search tree on X k:S ,i 

For d > 0, for any sequence c = (ci, . . . , c<j) € { — 1, let a descendant oix by path c be defined as 
dsc fe (x,c) = x+Y? i=1 2 k ~ l -c l . Note that dsc fe (a;, (ci,c 2 , . . . ,c d )) = dsc fc _i(dsc fc (iz:, (ci)), (c 2 , . . . ,c d )) 
Note that (dscfc(x, (ci, . . . , c<j)) — a;) mod2 fe ~ d = 0. Let a /ewe/ at depth d rooted at x be defined 
as L k d (x) = {dsc^x, c)|c G { — f,i} d }. Let a sub-tree of depth d rooted at x be defined as 
STk,d(x) — {dsc x (x, c)|3d'e[[o,<2]] c € {— 1, l} d }. The following properties are easy to note without 
the proof: 

Lemma 10 For k > 0, for d G [[0, k]], we have the following properties: 

a) \L kA {x)\ = 2 d . 

b) L k fi{x) = ST kfl {x) = {x} and, for d > 1, L k>d (x) = ST ktd (x) \ ST fejd _i(ai). 

c) |ST M (x)| = 2 d+1 - i. 

d) ST M (x) = {x + i ■ 2 k - d \i € [[-2 d + l,2 d - 1]]}. 

e) Ifd>\ then {x} U ST^^dsc^, (1))) = {x + t ■ 2 k - d \i e [[0,2 d -i]]}. 
/) ST M (z) = STk-Ld-^dscfcti, (-1))) U {a;} U ST fc _ 1)( ,_i(a;,dscfc(a: 1 (1))). 

5 ) maxST fc _ lid (dsc fc (a;, (-1))) + 2 k - l ~ d = x = rninSTfc_ M (dsc fc (z, (1))) - 2 k - 1 ~ d . 

Lemma [TT] shows that each X k , s ,i is organized by rev^ in a binary search tree with the root at 
Ya\YiX k , s ,i = reVfc(tfc, S) j), without the left sub-tree and with a totally balanced right sub-tree, see 
Figure [T] 

Lemma If 1IHI states that the elements of the levels closer to the root have lower values of their 



fe-bit reversals than the elements of the more distant levels. 

0. 31 . 0, 31 _ ()_ 31 




Figure i: The binary search trees for X 5 ,i 2 ,o (a), -^5,12,1 (b) and ^5,12,2 (c), on the graph of 
y = rcvs(x). Note that the y axis of the graph is directed downwards. 

Lemma 11 For k > 0, t G [[0, 2 k — 1]], i G [[0, lastfc iS ]], let r — rev k (t kjSt i) an d I = kk,s,i- 
Then we have: 

a) X k ^. = {r} and, forde [[l,/]],Uj=o^M,iJ = {r} U ST fc _ M _i(dsc fc (r, (1))). 

b) ^Z>0tfcenJr Mii = {r}UST fc _ 1 , I _i(dsc fc (r,(l))). If 1 = then X k)Sti = {r}. 

c) X ktS>i fi = {r} and, for d G [[1, 1]], X k , s ,i,d = £fc-i,d-i(dscfc(r, (1))). 

d) If d G {-l,l} d ' and c" G {-i,f} d " ; where < d! < d" < I, and x' = dsc fe (r,c') and 
x" = dscfc(r, c") and x' ,x" G X k ^ s ^ and y' = rev k (x') and y" — rev k (x") then y' < y" . 
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Proof 

Lemma 
by Lemma 

Lemma 
Lemma 
Lemma 



1C 3 



By Lemma 
3| is equal to Uj=o 
d| follows from Xfc jSj j 



W U ST fe _ 

Xk.s,i 7 j • 



i,d-i(dsc fc (r,(l))) = {r + i-2 k ~ d \i G [[0,2 d ]]} which, 



= U=o*. 



^k,s,i,j 



and from Lemma 



11 1 



J follows from Lemma ll llkl and from Lemma llQbl 

If dl — then x' — r and the lemma follows, since tk_ s i 

x 
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, X 



- minYi 
G ST fe 



we have < dl < d" , x' 7^ r and x" 7^ r and, by Lemma 
Thus x' e L fe _i !(i '_i(dsc fc (r, (1))) and cc" G L fe _i, d »_i(dsc fe (r, (1))). By Lemma 
and it" € A^ s .i ( i" ■ To conclude, note that max Yfc. s i & < min s id 



k, s ,i- Otherwise, 
y_i(dsc fc (r, (1))). 

X G Xk, s ,i,d> 
□ 
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4.2 Implementation of nsi 

In realistic implementation, after each reception, the receiver has to compute the next time slot 
with the index of the transmitted key in the interval [lb, ub], and switch off the radio for the time 
remaining to this event. 

By nsifc(i, ri, we denote the next slot number (modulo 2 fc ) after the slot t with its fc-bit 
reversal in [ri,r 2 ]: For r\,r 2 G [[0, 2 fe — 1]], r\ < r 2 , and t G [[0,2* — 1]], nsifc(i, n, r 2 ) = 
(t + r(t, ri,r 2 )) mod2 fc , where r(t,ri,r 2 ) = min{d > 0| rev fe ((i + d) mod2 fe ) G [[r%, r 2 }]}. 

One could naively test subsequent values after t or all values in rev/ c [[ri, r 2 ]\. However, both 
these methods are time consuming, when both 2 k j(r 2 — rx) and r 2 — r x are large. 

We present an efficient algorithm for the computation of nsij.(i, r l7 r 2 ): 

1. t" <- (t + l)mod2 fe 

2. I <- 

3. repeat 

a) t' «- t" 

b) while I < k At' mod 2 l+1 = do / <- I + 1 

c) xi <r- revfe(i') 

d) i" (t' + 2')mod2 fc 

e) a; 2 ^-rev fc (t' + 2' -1) 

4. until r 1 <x 2 Ar 2 >x 1 A \(n ~ X X )/2 k - 1 ] < [(r 2 - Xl )/2 k - l \ 

5. c<r- 2 k - 1 

6. while x\ < r\ V x x > r 2 do 

a) if xi < r\ then x\ <— X\ + c else xi xi — c 

b) cf- c/2 

7. return rev/c(xi) 
Correctness of the algorithm: 

Let s = (t + l)mod2 fe . Let the iterations of the "repeat-until" loop be numbered starting 
from zero. After the ith iteration, at line |4j we have I = lk. s ,i, t' = ffe )S ,i, x\ = minA/j ^ = 
revfe(tfe, s ,i), x 2 = maxX fe . Sj j, and t" = 4,s,i+i- Let i' = min{i > 0\X k , s .i n [ri,r 2 ] 7^ 0}. Since 
ri,r 2 G [[0,2 fe - 1]], n < r 2 , and X fc , S) i astM = [[0, 2 fc - 1]], we have < »' < last fe , s . Thus, by 
Lemma[lJ i' is the number of the first iteration, after whichr! < x 2 Ar 2 > x\ Amin {j\ Xl +2 k - l -j > 
Ti} < max{j|a;i + 2 k ~ l ■ j < r 2 }, which is equivalent to r\ < x 2 A r 2 > x\ A \{r\ — xi)/2 k ~ l ~\ < 
\ir 2 -xx)/2 k - l \. 

After the "repeat-until" loop finishes, at lineal we have x\ = ievk(tk,s,i') and, by Lemma 
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Xk, 8 ,i< = {xi} U S, where either S = ST fe _i i; _i(dsc fe (xi, (1))), if I > 0, or S = 0, if I = 0. Since 



10 



Xk,s,i' H [r-i, r%] 7^ 0, we do a binary search in until we enter the interval [r±, for the first 

time. By the Lemma the returned value is min{revfc(x)|a; € Xk s i i}. 
Complexity of the algorithm: 

The memory complexity: Only the constant number of /c-bit variables are used. 
The time complexity: The number of iterations of the "repeat-until" loop is never greater than 
k + 1. Since the value of I never decreases, the total number of iterations of the internal "while" 



loop (line c 3b) in all iterations of the "repeat-until" loop is never grater than k + 1. The total 
number of iterations of the binary search loop (starting at line |6| is never greater than k. Thus 
the total complexity is 0{k) elementary operations on /c-bit integers. 

Multiplication, division and modulo operations by the powers of two can be replaced by shifting 
or bit-masking operations. The implementation of this algorithm in programming language, with 
optimizations of bit-wise operations can be found on |12j . 

Some technical aspects of the implementation, such as dealing with imperfect synchronization 
and proposed structure of the frame header has been discussed in technical report |14) . 
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